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The European Blockchain Services Infrastructure (EBSI) was born from a need to invest into blockchain technologies
supported by the European Commission and 30 participating countries forming the European Blockchain Partnership
(EBP)

Tallinn declaration on European Blockchain European Blockchain
eGovernment Partnership declaration Services Infrastructure
In 2017, Member States and In 2018, 27 EU Member On 14 February 2019, the
EFTA countries signed the States, Norway and European Commission

Tallinn declaration on Liechtenstein signed a published the 2019
eGovernment outlining the declaration creating the Telecommunications Work
importance of having efficient European Blockchain Programme of the Connecting
and secure digital public Partnership (EBP) with the Europe Facility (CEF) creating
services in order to achieve the ambition to provide digital initial funding conditions for
full potential of the Digital public services matching the EBSI.

Single Market. required level of digital security

and maturity of today's society.



QL 02,

Provide Contribute to data spaces
decentralised (discourage data monopolies)
services that and support the green agenda.
Citizens can trust.

Privacy Preserving Eco-friendly

(self-sovereignty) Proof of Authority requires almost no

No personal data stored on chain computing power, and therefore almost no

electricity for its operation.

03,

Run European nodes in line
with EU values and
regulations.

EU governed, sovereign infrastructure
A permissioned blockchain -information can be read by all —
however, only selected actors are allowed to write



EBSI Is based on open standards

W3C felDAS  3EJUUT

Connect ETSI A

S

W3C standards and OpeniD Connect elDAS JWT RFC family
recommendations

« Decentralized Identifiers v1 « OpenlD Connect SIOP v2 « elD authentication and identification « |ETF RFC 7515-7520
« Verifiable Credentials Data Model v1.1 * OpenlD Connect for Verifiable Presentations « JAdES (JWT format, with advanced
« Presentation Exchange v2 « OpenlD Connect for Verifiable Credentials Issuance electronic seal based on qualified

certificate using JAdES according to
ETSI TS 119 182-1 B-LT, or with
advanced electronic seal based on
decentralized registry of EBSI
trusted issuer)



Designed for citizens, benefits for iIssuers and verifiers

Same user experience across domains

Eva’s journey

Issuers of
Verifiable Credentials

Eva’s wallet

Verifiers of
Verifiable Credentials
(Eva shares her credentials)
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Digital Economy
Employment, social DG'EM PL DG_ECFIN

affairs, skills,
labour mobillity, Economic growth,

Europass, ESCO VET sl 6 higher employment
. cdeforgt DG-GROWTH

Single market,
Industry,
entrepreneurship and
small businesses

Society
Work & Econom

Citizens
| ifelong learning

+ M S ssovereignty

| DG-RTD

Research, science and
Innovation, with a view to
help create growth and jobs
and tackle our biggest
societal challenges

+ENIC-_:NAFIIC -CO N N E
~DG-EA DIGIT

Education and Science and knowledge,
training, Erasmus+ EBSI DG'J RC DigComp

UNESCO EU Blockchain Ob'servatory Forum




We learn throughout the course of our life.

SECONDARY EDUCATION

PRIMARY EDUCATION ° TERTIARY EDUCATION

EARLY CHILDHOOQOD LABOUR MARKET / PERSONAL FULLFILMENT




Credentials are part of our dally life.

6 years 12 years 18 years 23 years
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| attend a | attend a Higher
Secondary TVET college
VET School
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| attend a Primary
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| attend a | attend
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| follow | follow | follow an | conduct

| attend Preschool /
Kindergarten School Junior Senior High studies for a studies for a ERASMUS research first job competences leading to a courses business credentials as
Education Secondary School Bachelors Masters programme leading to a professional part of CPD
School degree degree Doctoral degree

| apply for my | acquire | follow studies | take online | set-up my | secure micro

degree (PhD)

=

PRIMARY  SECONDARY TERTIARY LABOUR MARKET / PERSONAL FULLFILMENT
\ J\ J |
| | |
Foundation — Entity managed Advanced — Entity managed All levels — Self-managed

E] = Credentials



When someone claims something, we want to verify It.

Claim

| studied

economics §>
in a university . or F a I s e

accredited by
National Agency




You can
contact my

university

| can show

you the USBON
] paper ECONOMICS &
Claim document O ASEMENT

| can send
you the
PDF

| studied

economics

You can
Google
me

X Time <



Imagine, we can do this
today without giving
our data to a platform

We can use Web3 technologies
such as Digital Wallets, Verifiable

LISBON

SCHOOL OF
ECONOMICS &

Credentials and Electronic

Ledgers (Blockchain) to achieve
the same

Web3 Infrastructure

X Time - ® ®

MANAGEMENT

UNIVERSIDADE DE LISBOA

minutes hours

days weeks

low
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New paradigm for
education & 4 key
elements






WeoOre entering a new

Platform centric services

Web10 ) Web20

Website & directories The Web of Platforms &
content-creation

ﬁ amazon Google

Source: (Roukny, 2022) Decentralized Finance: information
frictions and public policies - Approaching the regulation and supervision of decentralized finance — DG FISMA

nNf or mat

Truly Decentralised Services
Thanks to Verification

Web 30

Fair, privacy-preserving &
decentralised web of services

N . -
?3 ebsi @ PieDAO

\J
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A The European Commission Is proposing a Pact for Skills as a new
engagement model for skills that will help meet COVID-19 challenges
and deliver on the ambitions of the recovery pathway, the EU Industrial
Strategy and the green and digital transitions.

A Skills are key for the future. There Is a growing need to learn and keep
on learning In order to thrive

A HEIls can (and MUST) play a key role
A Value current offering (mostly based on full programmes)

A Up/Reskilling the workforce (due to Digital transition and Green deal)



Citizens « Education

« State of the Union address (091620)  EU Digital Strategy

 European Council Conclusions (100220)  EU Data Strategy

« elDas 2  EU Digital action plan

 European Declaration on Digital Rights and  EU Digital credentials action plan
PrincipIeS for the Dlglta| Decade o Europass decision

 Europass Digital Credentials
 European Education Area
 European Research Area
 European universities initiative
 European skills agenda

!

N | Needed:
Citizens in full control of both, A more flexible education ecosystem
their Embracing LLL, PLP, 21st Century Skills

Identity & data (Up+Re)skilling of the workforce



EBSI since 2019 worked on 4 interoperability dimensions
(educational domain)

Organizational

....................................................

Semantics Technical



SSI legal aspects
A EBSIV1 legal report (SSI eIDAS & GDPR)

Ongol ng dedicated Educati ona
A Legal

A Privacy/GDPR

A Special focus on 2 key points

A ldentity e eiDas LOA
A Data as legal binding act e National legislation applies



https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITALEBSI/Legal+Assessment+Reports

Interoperability: Technical dimension

Verifiable credentials will be for information as
containers were for maritime sector
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Verifiable Credentials
The common way to package
information (content)



A Unique opportunity at EU level: European Learning Model, but proper governance must
be in place (DG-EAC, MSs, EQAR, EMREX shall be in the ELM board)

Common Data Model
The common way to describe
educational credentials (contents) Accredited

Formal

Non-Formal

European Learning

Describe

Data Model

Informal

Non-accredited
Correspondance

Microcredentials

OpenBadges

Verifiable Credentials
The common way to package
information (content)




Interoperability: Educational governance

E . |
Natural Logal 0 do_ noF go deeper Into
Person Entity technicalities, current governance
- (actors, roles, information systems)
onsomang o onbesring s orniaion; can be seamlessly integrated to fill

onboarding service

the trusted lists (reqistries) that will
allow anyone to check provenance,
entitlement, authorization to act,
accreditation, etc.

Diploma Accreditation Governance

Actors/Roles

DIDR
EOSR

Source of trust (trusted registries)



The 4 Key elements that enable a new paradigm where
Information Is easy to verify, almost impossible to fake and
controlled by citizens.

New regulation
elDAS

European trust
framework:

elDAS1 1T Identity
elDAS2 1 ldentity & data

Digital Wallet

EUDIW
EBSI Conformant Test

Effective control
point over digital
credentials on the
citizen's device (under
their sole control)

Verifiable Credentials

W3C standard
EBSI Profile

A new way of
expressing

Information

Metadata
Claims
Proofs (signatures)

Electronic Ledgers
EBSI

An open/transparent
iInfrastructure providing
services able to support
educational governance
including quality
assurance regimes



1. New elDAS Regulation

Legl sl ative Process

ANegotiation of the propb®a® gfud ra ntidreen prienvniisnigo nt hoef B LhDel

et Technical Specifilications

AMember States and the Commi Ssi on carmamoinn t todo@nbjmirxotcies ¢ @
architecture and r ecfoemrnmeomc e tfarmmamewesr amnd speci fi cati on
practices for the EUDI W
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Reference | mplementati on

Enae | mpolfe mehrnet aEtUDAd MW based on the techni
X

Latest news! => 8 November 2023

The Commission welcomes the final agreement reached
today by the European Parliament and the Council of the EU
at the final trilogue on the Regulation introducing European
Digital Identity Wallets



A Natural and legal persons
A Public and private sector

A All MS are mandated to issue compliant European Digital Identity Wallets
(EUDIW), up to the citizens to use It

A All MS are mandated to issue Personal identification data (PID) to EUDIW

A That these solutions are linked to a variety of attributes and allow for the targeted
sharing of identity data limited to the needs of the specific service requested.

A The user shall be in full control of their identity(es) and data.

A The issuer of the EUDIW shall not collect information about the use of the
wallet



AObligation of admission
Aby public sector bodiesaind byprivate providers

Aoy very large online platforms that require authentication for access

ACross border recognition principle:

AA qualified electronic attestation of attributes issued in one Member State shall be
recognised as a qualified electronic attestation of attributes in any other Member State

AAN attestation of attributes issued by or on behalf of a public sector body responsible f
an authentic source shall be recognised as an attestation of attributes issued by or on
behalf of a public sector body responsible for an authentic source in all Member States



2 . The Wall et as the nde fact oo
Learning Record

SECONDARY EDUCATION

PRIMARY EDUCATION ° TERTIARY EDUCATION

EARLY CHILDHOOD

LABOUR MARKET / PERSONAL FULLFILMENT

The wallet is the real container for the
Individual Learning Record (ILR)

000
o| 000\
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3. The Role of Verifiable Credentials (VCs) In Education

Almost impossible to fake but easy to verify

. High level of certainty that the issuer is trusted alongside the
Verifiable

[ ] [ ] [ ] II . II .I l :
time of Issuance, expiry date, etc. What does it contain’
Credentials are

becoming the “de . High level of certainty that the holder is the one that the Credential Metadata
facto” standard Verifiable Credential was issued to. Claim()
because...

. Verifiers have easy access to information, but the holder Proof(signature of Issuer)

keeps data control and ownership with possibility of
partial disclosure of information.

Verifiable credentials are the standardized way on how to pack, transport and unpack the information



3 . VCOS enabl e a mor e e X | e

ANU Educational Pathways

START YOUR JOURNEY FROM ANY LEVEL

. You can begin your journey with
from another institution to get a head start on your journey.

EV’E AS T E R g S Master of Business Master of Science in Master of Science
Administration Information Technology in Cybersecurity

Medical and Health - Bus. Administration Bus. Administration Network Cybersecurity
Services Management Management Accounting Administration

SOCIATE'S BACHELOR'S
Credit hrs* 84 Credit hrs*

Administrative Health Information  pjogical Assisting  Pharmacy  Nursing Paralegal Bus. Administration Bus. Administration Network
Medical Assisting Management A A A Technician Management Accounting Support

A

<

Administrative Medical Billing Phlebotomy & ECG Pharmacy Business Accounting
Medical Assistin & Codin Technician Technician Administration . . . .
2 - *Credit hours may differ depending on transfer credits and program.

*The chart above represents some, but not al, of the possibilities for degree adh ilable & ANU

You don’t have to start at the bottom. You can
begin your journey with any of our
undergraduate programs, or
transfer credits from another
institution to get a head

start on your

journey.

(56 hours beyond
bachelor’s level*)

Bachelor’'s program

(84 hours beyond
Associate’s degree | associate's degree?*)

(48 hours beyond
the diploma*)

Dié)loma Program
hours total*)

*Credit hours may differ depending on transfer credits and program.



4. The role of the Electronic Ledger

Holder Verifier
N\ Issuance of RN Presentation of
< > 08¢ S
— . ooo \
e O/ 2 N

Storage in

EU Digital wallet

Ko —

Veri fy | ssuer oO0s
accreditation status

(without contacting the issuer)

Agcgisstgr?gggﬁzg' A Supports existing Educational and professional qualifications, titles and
1Z .
P APIs icenses governance at ALL MSs

. A Supports for Quality assurance regimes accreditation governance and
dublic Keys of Issuers _ _
accreditation model

A Easily find Trusted Accreditation/Authorisation Organisations

~1 A Easily find provenance for Trusted Issuers (per type/level of education)

A Easily manage Trusted pseudonyms (DIDs) for Legal Entities

A Easily find and verify against Trusted schemes

AVerify credential sd statugCStatusa pri v
framework (credential lifecycle)

|
European Blockchain

Status List (*)







